Data Protection and Security

Data managed by PoINT Storage Manager can be secured and protected in mani-
fold manner. Automated and application transparent data replication ensures that
data is redundantly stored on the configured storage systems. As a consequence
failure of one system cannot result in a complete data loss. Parallel usage of dif-
ferent storage technologies (e.g. hard disk and tape) and their specific advantages
is very important for secure data storage. Especially in the context of removable
media and cloud storage separated (‘off-site”) storage of data is important.

Disaster Recovery is supported as integral part of PoINT Storage Manager. A special
Data Retrieval module provides for restoration if a completely new storage envi-
ronment has to be set up.

Furthermore PoINT Storage Manager offers block-based encryption functionality
(AES256 and CBC). Different storage configurations can be encrypted by individual
“Encryption Keys” which additionally increases data security.

Besides data encryption PoINT Storage Manager also supports functions for data
authentication. The implementation is based on the SHA-1 standard and enables
data authentication to check for and identify possible manipulations of archived
data. "Authentication Check Jobs” generate detailed protocols and reports docu-
menting the results.

Single Path Access

One essential feature is the “Single Path Access”, which offers standard and trans-
parent file access to the Performance Tier - independent from the current physical
data storage location.
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PoINT Storage Manager implements a tiered storage architecture homogeneously
in an existing infrastructure. The “Single Path Access” concept assures that access to
data via existing primary storage remains, thus no changes of existing applications
are necessary.

Transparent File Tiering

PoINT Storage Manager implements “Single Path Access” through primary storage
as part of the Performance Tier by applying the methods for transparent data mi-
gration provided by the related storage systems manufacturer. POINT Storage Man-
ager automatically moves data to “lower” tiers (Capacity Tier,Archive Tier) according
to the policies defined by the administrator and ensures uninterrupted transparent
file access to all data via primary storage.

The following figure illustrates the principal workflow:
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By this mechanism PoINT Storage Manager carries out a policy-based migration of
files into the Capacity Tier and/or Archive Tier. The view of the primary storage file
system does not change for users and applications, including access authorization
(e.g. ACLs) and metadata. Access to migrated files is redirected automatically by
the corresponding primary storage system to PoINT Storage Manager to supply the
requested data from secondary storage.
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In addition to the above mentioned mechanism standard NAS systems with a CIFS/
NFS interface can be integrated as primary storage in a tiered storage architecture
implemented by PoINT Storage Manager. For these systems PoINT Storage Manager
offers policy-based file copying (replication) into the Capacity and/or Archive Tier.
Optionally the source files are deleted after they have been successfully copied.

Pass Through on Read Access

When processing read requests the “Pass Through” mechanism of PoINT Storage
Manager ensures that content of migrated files is directly delivered from lower
tiers to the application. Retrieved files do not have to be restored again in the
Performance Tier. This Pass Through mechanism offers significant advantages in
performance and concerning storage requirements since applications do only get
the required blocks of a file instead of the complete contents.

Agents and Connectors

The following diagram illustrates how primary and secondary storage is organized

by PoINT Storage Manager.
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The integration of primary storage is implemented by “Agents”, whereas secondary
storage is utilized by “Connectors”. In addition PoINT Storage Manager provides a
CIFS interface through PoINT VFS (see section “CIFS Access by PoINT VFS”).

! as usual within other data management solutions
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The following storage systems are supported by PoINT Storage Manager Agents for
transparent file migration:

¢ Microsoft Windows NTFS/ReFS based storage
For hard disk based systems using Windows NTFS or ReFS file system the
“PoINT TAFS Agent” can be implemented for replacing moved files by “Win-
dows Reparse Points”, which are an integral part of Windows NTFS and Win-
dows ReFS. Thus transparent access to migrated files is for Windows NTFS/
ReFS based storage systems available.

¢ NetApp FAS
PoINT Storage Manager implements file migration for NetApp FAS systems
by the “PoINT NetApp FAS Agent”. Migrated files are replaced by “Stubs”, still
accessible transparently by the NetApp WAFL file system taking advantage of
FPolicy. PoINT Storage Manager supports NetApp ONTAP 7-Mode as well as
Cluster Mode (cDQT).

¢ EMC Celerra/VNX
Transparent file migration for EMC Celerra and EMC VNX is based on EMC
FileMover APl and implemented as part of PoINT Storage Manager by the
“PoINT EMC FileMover Agent”. Migrated files are replaced by “Stubs” maintain-
ing transparent file access.

The list of Agents and Connectors for storage systems is constantly extended. In
addition Agents for specific applications are available under request. Please contact
PoINT Software & Systems for the latest list of available Agents and Connectors.

Native Tape Support with LTFS

PoINT Storage Manager provides native support for tape devices of virtually all
vendors which makes additional software products or appliances for this purpose
dispensable. PoINT Storage Manager supports tape devices directly via Fibre Chan-
nel,iSCSI and LAN and includes a connector for StorageTek ACSLS (Automated Car-
tridge System Library Software).

PoINT Storage Manager supports MTF (Microsoft Tape Format) and LTFS (Linear
Tape File System) as standard tape formats. Especially LTFS ensures exchangeabil-
ity of LTO tapes between different platforms.

Offline Data Management

PoINT Storage Manager offers an off-line data management
system for enhanced administration of removable media such
as tapes and optical discs, which are typically used with librar-
ies. A comprehensive set of functions is available for search-
ing objects on off-line media. As media stored “off-line” do not
spend energy this method leads to additional cost savings of
energy.
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Native Cloud & Object Storage Support

PoINT Storage Manager integrates Cloud & Object Storage
homogeneously into an existing storage infrastructure and \
exploits the benefits of Cloud & Object Storage use without a -1 :
need for costly changes and adaptations.PoINT Storage Manager Object Storag
does not only combine traditional local storage technologies

into a homogeneous tiered storage architecture but includes

also Cloud & Object Storage. The concept of PoINT Storage Manager makes a
combination of Cloud & Object Storage with alternative technologies (like tape or
optical) possible, e.g. for replication purposes. The list of supported Cloud & Object
Storage systems and interfaces include all major vendors. Cloud & Object Storage
support has been implemented by means of software adapters (“Connectors”) which
are using the corresponding Cloud & Object Storage related interfaces to connect
homogeneously to Capacity and/or Archive Tier. PoINT Storage Manager offers for
hybrid cloud configurations the corresponding conditions such that an external
cloud storage service can be used not only as sole storage entity, but in addition to
‘onsite” storage systems.

CIFS Access by PoINT VFS

PoINT VFS (Virtual File System) is an integral part of PoINT Storage Manager and
implements a native Windows file system. It provides standard CIFS access to the
storage devices (including tape, optical,and Cloud & Object Storage) of tiered stor-
age environment implemented by PoINT Storage Manager.

Software Development Kit

The Software Development Kit (SDK) can be used by system integrators to incor-
porate the functionality of PoINT Storage Manager into their applications by a suit-
able Application Programming Interface (API). This APl provides control of policy-
based file tiering and archiving as well as comprehensive query and administrative
functions.

Supported Storage Systems

PoINT Storage Manager supports the following storage system types within the
different tiers:

Performance Tier
- Hard-Disk-/ Flash-based DAS/SAN with Windows NTFS/ReFS
e.g. HP EVA,Windows based NAS
- Hard-Disk-/Flash-based NAS with “stubbing functionality”
e.g. NetApp FAS, EMC Celerra / VNX
- Storage systems with file system access
e.g. NAS systems with CIFS/NFS Share
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Capacity Tier
- Storage systems with file system access
e.g. Hard-Disk based NAS with CIFS/NFS Share
- Object Storage (via NAS gateways)
e.g. Amazon S3, Amplidata Himalaya, Caringo CAStor/Swarm, EMC Atmos,
EMC Centera, Hitachi HCP,NetApp StorageGRID, NetApp StorageGRID Web-
scale, Scality RING

Archive Tier

- NAS with file system access and special WORM functionality
e.g. EMC Data Domain, NetApp FAS incl. SnapLockTM, FAST LTA, PoINT
Jukebox Manager based NAS Jukeboxes

- Cloud and Object Storage
e.g.Amazon S3,Amplidata Himalaya, Caringo CAStor / Swarm, EMC Atmos,
EMC Centera, Hitachi HCP,NetApp StorageGRID, NetApp StorageGRID Web-
scale, Scality RING

- Tape systems (Single Drives, Libraries)
e.g.HP MSL Series, Spectra Logic T-Series, Quantum Scalar Series, Sun Stor-
ageTek ACSLS based libraries

- Optical systems (Single Drives,Jukeboxes, Autoloaders and Libraries)
e.g.Jukeboxes from DISC, HIT; Disc production systems from ADR, ALl Pro
Solutions, LSK, Rimage, TEAC.

The contents of files migrated from primary storage are stored in secondary storage
configured in the Capacity Tier? Optionally files and directories keep their original
name and structure. Read/write capabilities as from primary storage’s view remains
consistent for files migrated to lower tiers.

Storage systems configured by PoINT Storage Manager in Archive Tier are used for
long-term preservation. Files stored in this layer are typically protected against
modifications (WORM). Alternately, these files may be managed in versions (“ver-
sioning”) to maintain all versions of an archived file in the Archive Tier. For opti-
mization reasons files to be archived are packed per archive job into a container
(“Archive Volume”) and stored in Archive Tier. Depending on the storage device
configured in Archive Tier data to be archived can also be stored in the native file
format.

2Valid for storage systems with file system access
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Conclusion

PoINT Storage Manager Version 5.1 utilizes primary storage more effectively and
reduces related needs for additional capacity by identifying the “Performance Tier”
and off-loading / archiving inactive or “cold” data to lower-cost “Capacity and Ar-
chive Tiers” while maintaining transparent access to all data via the “Performance
Tier” as primary storage. As a side effect data backup and recovery operations can
be completed more rapidly when primary storage holds less data.

By this approach PoINT Storage Manager not only reduces acquisition costs for
new storage hardware but also optimizes the backup process. Migrated data does
not have to be protected once again — it is already stored redundantly in second-
ary storage building Capacity and/or Archive Tier — both, storage capacity (e.g. less
number of tapes) and required time for backup are reduced.

In addition, PoINT Storage Manager can help to reduce business risks by provid-
ing a long-term storage and a storage repository (‘Archive Tier”) in which stored
information cannot be altered nor deleted until the compliance retention period
has elapsed.

In a tiered storage architecture managed by PoINT Storage Manager the entire sys-
tem may consist of a combination of different storage technologies, able to make
use of technology-specific advantages e.g.

. Performance Tier with SAS RAID and/or Flash;

. Capacity Tier with SATA RAID or (private) Cloud & Object Storage (via NAS
-gateways);

. Archive Tier with LTO tape or Cloud & Object Storage.

The tiered storage concept of PoINT Storage Manager provides the following ad-
vantages and benefits:

. efficient usage of expensive primary storage by migration of inactive data
to less expensive secondary storage (Capacity and Archive Tier);

. permanent availability of active data through primary storage in the
Performance Tier;

. fast installation and ease of use in configuration and administration;

. reduced management effort by high degree of automation (“policy-based
management”);

. continuous operation of applications and “transparent” data migrations;

. cost savings by reduced backup data volume;

. fulfillment of long-term storage and compliance requirements by the
Archive Tier

. continuous operation during replacement of storage systems by
background migration;

. cost savings since tape, optical, object and cloud systems are supported
natively which makes related third party software products dispensable.
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Visions Made in Germany.

We are specialized in the development of software solutions for storage and management of
data using all available mass storage technologies like cloud and object storage, hard disk,
magnetic tape and optical. Close collaboration with leading hardware manufacturers enables
an early support of innovative storage technologies. Besides complete solutions PoINT also
offers its know-how as Toolkits, which can be easily integrated in other applications by the
programming interface. Furthermore we project entire storage solutions and provide con-
sultancy with our long-term and versatile experience.

PoINT products are distributed in more than 25 countries world-wide and have been installed
successfully in more than two million installations. Our customers range from end users ex-
pecting a compact and secure solution to large corporations,which comply with our solutions
their complex demands by providing the necessary reliability and perfection.

Our product portfolio:

(© PoINT Storage Manager - Enterprise Edition
© PoINT Storage Manager - Archive Edition
®© PoINT Storage Manager - Migration Edition
© PoINT Jukebox Manager
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